inverclyde UK GDPR - Policy | 11.1

leisure
Contents
1. Changes from the Previous ProCeAUIe...... ... 2
2. INErOAUCHION. e 2
3. RESPONSIDIIES. . et e 2
0 A U | Q€ B ] = o PPN 2
3.2 Action to be taken by Company Director, Operations Manager, Finance Manager
AN LINE MaANAGEIS. . ettt et e e e e et e et e e e e et e e e e ea e ean e e en e eaaennaennas 2
0GB I - Y[ 1 [ PO P PPN 3
3.4 Registration With the 1CO........ouii e 3
70 TR o 1V ] o =P 4
3.6 D INIEIONS. ettt 5
3.7 Personal Data......c.oiiiiiiii 5
3.8 Sensitive Personal Data... ..o 5
T I o o Yol =F] Y o] =TT 6
3 L0 CONTIOl OIS, it e 6
3.11 Privacy Notice and POliCY . ..o 6
3.12 Data Subject ACCESS REQUEST..... o 7
3.13 LaWFUI PrOCESSING .. e ittt e e 7
T I @0 ] 0 1= o | PP 7
T T U= =T o = PSP 8
3.16 Data Protection Impact Assessments (DPIA).......cocviiiiiiiiiii e 8
3.17 Privacy BY DeSigN. . i 8
3. 18 BrEaACES. .. i e 8
3.19 Exemptions from Disclosure ReqUIiremMents........coviuiiiiiiiiiniiieiniieinenee e 9
3.20 INdividual RIGNTS. ... 9
3.21 Children’s Personal Data.......ccviuiiiiiiiii e 10
0 I - 1 13 =] TP 11
I B o | G A=Y ol o] o [ PP 11
3.24 Type of Data Retention RECOrdS.........couiiiiiniiii e 11
3.25 SICKNESS RECOMUS. .. ittt ittt e e e e e et eaeens 12
3.26 Crime and Fraud DeteClion........ciuiiiiiii e 12
3.27 Legal Constraints on Staff MoNIitOring.........coouiiii i 13
3.28 Consequences of NON — COmMPlaNCe......oiuiiiiiiiie e 13
4. Additional INfOrmMatioN.........oouii e 13
4.1  ASSOCIAtEd RD-DOCS. .. cuuiiiiiiiiiii e 13
4.2 ASSOCIAtEA FOIMIS. ettt 13
4.3 RO EIENCES. . ittt 13
Right Directions Version Right Directions
éq?ﬂr;!lgmlﬂ:\l@mmm)jht Directions Ltd

Version Date: July 2024



inverclyde UK GDPR - Policy | 11.1

leisure

1. Changes from the Previous Procedure
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e | of Description of Changes Reviewed by by
issue
July | None - First Issue J.Cunningha | A.Hethringt
1
2024 m on

2. Introduction

Inverclyde Leisure regards the lawful and correct treatment of personal information as
very important to its successful operations and to maintaining confidence between
Inverclyde Leisure and those with whom it provides a service to or carries out business
with, as well as its staff.

It is the objective of Inverclyde Leisure to ensure that it complies with the eight
principles of the UK General Data Protection Regulations (UK GDPR) when dealing with
personal data of staff, customers and clients and will maintain a data inventory to
demonstrate compliance.

3. Responsibilities

1.1 UK GDPR

The regulations have indicated that there are only three situations where the
designation of a Data Protection Officer (DPO) is required:
e Where the processing is carried out by a public body
e Where core activities require regular and systematic monitoring of personal data
on a large scale
e Where core activities involve large-scale processing of special categories of data
such as names, addresses, email accounts, bank details and phone numbers.

The DPO requires the following to be able to fulfil their obligations:

e Direct access to highest management

e Be accessible to the data subjects (details can be given on the privacy policy)

e Have no conflict of interest arising from additional tasks/duties and be bound by
confidentiality.

1.2 Action to be taken by Chief Executive, Operations Managers,
Finance Manager and Building Managers

All of the above must ensure that any data collected within their departments/teams
follow the eight principles of best practice.

They must:

e Ensure that data stored within their areas of responsibility is controlled,
protected and secured
e Data collected on paper must be filed away in a locked cupboard when not in use
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e Data collected from the internet will be stored in the appropriate folder or the HR
folder on the Inverclyde Leisure server

e Data collected on PCs or Inverclyde Leisure handheld devices, such as mobile
phones and iPads, must be protected by locking the device when not in use and
the equipment must be password protected

e Sensitive data relating to staff will be stored in HR managemet system

¢ Non-sensitive staff data (training and meeting schedules, for example) will be
displayed in the Staff Mi's and not in public areas

e Ensure that all staff are aware of the UK GDPR and the best practice principals
listed above

e Ensure that sufficient cyber insurances are in place to cover any loss or breaches

e Update the organisation’s Business Continuity Plan

e Complete the Commitment Statement to be provided to all < Inverclyde Leisure
contractors and partners to give assurance that the organisation is committed to
ensuring compliance to the UK GDPR

e Commitment statements should also be obtained from all Inverclyde Leisure
contractors and partners who handle data on our behalf to give assurances to
Inverclyde Leisure that data will be correctly handled.

Inverclyde Leisure does/does not require a DPO as laid down in the new regulations but
to ensure that the regulations are adhered to, Inverclyde Leisure has appointed a Data
Protection Champion (DPC) to lead and advise on the UK GDPR for the organisation. The
DPC for Inverclyde Leisure is: Jamie Cunningham.

All staff members should ensure that any data in their control that is saved or stored by
Inverclyde Leisure is kept secure at all times and no unauthorised access to data is
permitted at any time.

To comply with UK GDPR and to prevent an intruder from accessing their PCs, all
employees must ensure that whenever their PC is about to be left unattended it must
be locked by pressing Ctrl/Alt/Delete.

1.3 Training

All staff need to be trained and understand the basic principles of UK GDPR. Senior
management need to understand the implications of the legislation.

1.4 Registration with the ICO

Inverclyde Leisure is required to register with the ICO due to the data it collects from
staff, service users and third-party partnerships.

This procedure details the principles set out in the Regulations, and how Inverclyde
Leisure will ensure compliance. UK GDPR is largely common sense, but all should seek
advice from the DPC/DPO if they are unsure about their obligations.

1.5 Principles

The UK GDPR protects the privacy and integrity of data held on individuals by
businesses and other organisations. The regulations ensure that individuals (Data
Subjects) have access to their data and can have a number of rights around the control
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of their data that will be detailed later in this procedure. UKGDPR is enforced by the
Information Commissioner’s Office (ICO), which also has responsibility for overseeing
the Freedom of Information Act 2000 and the regulation of interception of
communications under the Regulation of Investigatory Powers Act 2000 (RIPA).

UK GDPR works in two ways:

e Giving individuals (data subjects) certain rights

e Requiring those who decide how and why personal data are processed (Data
Controllers) to be open about their use of those data and to comply with the
principles of the Act in information handling practices.

UK GDPR consists of eight principles which are guidelines for best practice in handling
personal data:

1. Personal data must be processed lawfully, fairly and transparently

What does this mean to us? We must tell people for which purposes the data is being
collected. The DPC has notified the Information Commissioner that we are processing
personal data and for which purposes. We process personal data in connection with
staff members, customers and clients and all staff members must follow this procedure

2. Personal data shall only be used in accordance with the purposes for which it was
collected

What does this mean to us? We will ensure data collected for one purpose is not then
used for a different purpose. The purposes for collecting the data must be reasonable
(and obviously, lawful)

3. Personal data must be adequate, relevant and not excessive
What does this mean to us? We do not collect data just in case it might be useful
4. Personal data must be accurate and where necessary kept up to date

What does this mean to us? Individuals must be allowed the ability to update their data
or to have it updated. We regularly request that clients update the contact information
we hold, and we have an opt-in clause on all marketing, including but not limited to
updates, newsletters etc

5. Personal data must be kept for no longer than is necessary

What does this mean to us? We will keep a schedule of timescales that the data we
hold will be held for and delete the data after this point.

6. Personal data must be processed in accordance with the rights of data subjects

What does this mean to us? We ensure any requests from individuals for a copy of their
data are responded to promptly and that the data is provided within 30 days. We
provide opt-in tick boxes for marketing communications and ensure this is accurately
captured in systems. Many complaints rightly arise from people receiving marketing
emails or calls when they have not requested them

7. Appropriate technical and organisational measures must be established to protect
the data

What does this mean to us? We will protect systems from hackers, we have set up
firewalls at the network perimeter and we store the data itself securely with only
specific authorised individuals having access
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8. UK GDPR allows personal data to flow from the UK to the European Economic Area
(EEA) without additional safeguards, but, data transfers from the EEA to the UK are
subject to EU rules and may require additional measures.

Inverclyde Leisure does not currently send or transfer data from the EEA to the UK. If a
requirement does arise to do this, we will consider the following:

e As a UK based organisation, we will appoint a representative based in the EU?

e Is it necessary to send the data as part of the fulfilment of a contract?

e Has the data subject consented?

e |s the data being processed outside of the UK by another office of the same firm
which is established within the UK (such as a branch of a UK firm in the US which
needs to view orders)?

The eight principles of the UK GDPR cover all individuals, clients and contractors etc, on
whom and for whom Inverclyde Leisure holds data, such as:

e Applicants (successful and unsuccessful)
e Staff members (current and former)
e Contract workers (current and former).

1.6 Definitions

There are a number of definitions that must be understood to enable a good
understanding of UK GDPR.

1.7 Personal Data

Personal data is any information relating to an identified or identifiable natural person
('data subject'); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.

Examples of personal data

e Details of a staff member’s salary and bank account

e An email about an incident involving a named staff member

e A note about an individual where it is intended to put the note on that
individual’s file

e A set of completed application forms.

1.1 Sensitive Personal Data

UK GDPR also makes specific provision for sensitive personal data, which is information
concerning an individual’s

e Racial or ethnic origin

e Political opinions

e Religious beliefs or other beliefs of a similar nature

e Trade union membership

e Physical or mental health or condition

e Sexual life
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e Commission or alleged commission of any offence
e Details of any offence committed or alleged to have been committed and the
court proceedings etc.

The processing of these special categories of personal data requires Explicit Consent.
Explicit Consent requires more than the affirmative, positive action such as ticking a
box and would usually require a signature. More information on lawful processing can
be found in the <GDPR manual> or on the IOC website. (www.ico.gov.uk)

1.2 Processors

Processing means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.

e A processor is responsible for processing personal data on behalf of a controller
and the level of processing must be documented to ensure boundaries are not
crossed

e If an individual is a processor, UK GDPR places specific legal obligations on them;
for example, they are required to maintain records of personal data and
processing activities. The processor will have legal liability if they are responsible
for a breach.

1.3 Controllers

e A controller determines the purposes and means of processing personal data

e If an individual is a controller, they are not relieved of their obligations when a
processor is involved - UKGDPR places further obligations on the controller to
ensure their contracts with processors comply with UK GDPR.

Controllers must take all appropriate and technical measures to ensure data is
protected by design and default from securing hard copy documents in secure areas
with limited access to encryption such as anonymisation and pseudonymisation.

1.4 Privacy Notice and Policy

The privacy notice should be made easily accessible in both electronic and hard copy
formats. The policy itself should include the organisations lawful basis for processing
the data as well as detailing the purpose for which the organisation is processing.

1.5 Data Subject Access Request

Any data subject may request a Data Subject Access Request in writing to the
organisation. Requests must be in person with identification and must be responded to
within 30 days and without charge. All requests must be recorded on the Data Register.
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1.6 Lawful Processing

All processing of data must be lawful. UK GDPR indicates that processing will only be
lawful if ONE of the following conditions is met:

e Data subject gives consent for one or more specific purposes

e Processing is necessary to meet contractual obligations entered into by the data
subject

e Processing is necessary to comply with legal obligations of the controller

e Processing is necessary to protect the vital interests of the data subject

e Processing is necessary for tasks in the public interest or exercise of authority
vested in the controller

e Processing is for the purposes of legitimate interests pursued by the controller.

1.7 Consent

Consent under UK GDPR must be a freely given, specific, informed and unambiguous
indication of the individual’s wishes. There must be some form of clear affirmative
action - or in other words, a positive opt-in tick-box! - consent cannot be inferred from
silence, pre-ticked boxes or inactivity. Consent must also be separate from other terms
and conditions, and team members will need to provide simple ways for people to
withdraw consent. Public authorities and employers must take particular care to ensure
that consent is freely given.

Consent has to be verifiable, and individuals generally have more rights when the
organisation relies on consent to process their data. The organisation can rely on other
lawful bases apart from consent - for example, where processing is necessary for the
purposes of the organisation’s or a third party’s legitimate interest. It is not necessary
to automatically ‘repaper’ or refresh all existing DPA consents in preparation for UK
GDPR. But if the organisation relies on individuals’ consent to process data, it must
make sure it will meet UK GDPR standard on being specific, granular, clear, prominent,
opt-in, properly documented and easily withdrawn. If not, they must alter the consent
mechanisms and seek fresh UK GDPR-compliant consent or find an alternative to
consent.

e Contract: the processing is necessary for a contract the organisation has with the
individual, or because they have asked the organisation to take specific steps
before entering into a contract

e Legal obligation: the processing is necessary for the organisation to comply with
the law (not including contractual obligations)

e Vital interests: the processing is necessary to protect someone’s life

e Public task: the processing is necessary for the organisation to perform a task in
the public interest or for its official functions, and the task or function has a clear
basis in law

e Legitimate interests: the processing is necessary for the organisation’s legitimate
interests (direct marketing is not considered a legitimate interest) or the
legitimate interests of a third party unless there is a good reason to protect the
individual’s personal data which overrides those legitimate interests. (This
cannot apply if the organisation is a public authority processing data to perform
its official tasks.)

1.8 Referrals

Right Directions Version Right Directions
Control:
UepgryhiNa p@z2 Right Directions Ltd Luye 7 Ul 1o

Version Date: July 2024



inverclyde UK GDPR - Policy | 11.1
leisure

It is the policy of Inverclyde Leisure that consent cannot be proven in referrals or refer
a friend practices. This will not be undertaken unless affirmative consent can be
demonstrated by the data subject in question.

1.9 Data Protection Impact Assessments (DPIA)

DPIAs and privacy by design are legally required in certain circumstances. Ultimately,
these measures should minimise the risk of breaches and uphold the protection of
personal data. A DPIA must be performed where processing is likely to result in a high
risk to the rights and freedoms of a natural persons and must consist of:

A description of processing and operations

An assessment of the necessity and proportionality of the processing
An assessment of the risks to the rights and freedoms of data subjects
The measures envisaged to address the risks

Evidence of compliance with approved codes of conduct

A statement as to whether data subjects have been consulted.

As a rule, DPIAs should be completed where there is a high risk to the rights of a data
subject.

1.10 Privacy By Design

It is considered best practice to ensure that privacy is considered at the design stage of
any new project and retrospectively when reviewing procedures and team practices.
Personal data may be held on secure systems though these systems may be in a public
area such as reception computers, gym computers and tablets or registers. In these
cases, localised controls must be in place to ensure security.

1.11 Breaches

A personal data breach means a breach of security leading to the destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data. This means that a
breach is more than just losing personal data. UK GDPR introduces a duty on all
organisations to report certain types of personal data breach to the relevant
supervisory authority. This must be completed within 72 hours of the organisation
becoming aware of the breach, where feasible. If the breach is likely to result in a high
risk of adversely affecting individuals’ rights and freedoms, the organisation must also
inform those individuals without undue delay. The organisation will ensure we have
robust breach detection, investigation and internal reporting procedures in place. This
will facilitate decision-making about whether we need to notify the relevant supervisory
authority and the affected individuals. Inverclyde Leisure will also keep a record of any
personal data breaches, regardless of whether the company are required to notify.
More detailed information can be found in UK GDPR manual’s Breaches procedure such
as the information required to report a breach and how. Breaches are to be recorded on
the Data Register.

1.12 Exemptions from Disclosure Requirements
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There are several exemptions which apply to the disclosure of data, for example

e In the interest of national security
e The detection and prevention of crime
e Taxation, National Insurance etc.

3.1 Individual Rights
UK GDPR provides the following rights for individuals:

The right to be informed

UK GDPR sets out the information that staff members should supply and when
individuals should be informed. The information staff members supply is determined by
whether they obtained the personal data directly from individuals. The information staff
members are explicitly required to provide is detailed in the Data Register. The
information staff members supply about the processing of personal data must be:
concise, transparent, intelligible and easily accessible, written in clear and plain
language, particularly if addressed to a child and free of charge.

The right of access

Under UK GDPR, individuals will have the right to obtain:

e confirmation that their data is being processed

e access to their personal data through a data subject access request

e other supplementary information - this largely corresponds to the information
that should be provided in a privacy notice.

The right to rectification

e Individuals are entitled to have personal data rectified if it is inaccurate or
incomplete. If staff members have disclosed the personal data in question to
third parties, they must inform them of the rectification where possible. They
must also inform the individuals about the third parties to whom the data has
been disclosed where appropriate.

The right to erasure

e The right to erasure is also known as ‘the right to be forgotten’. The broad
principle underpinning this right is to enable an individual to request the deletion
or removal of personal data whether there is no compelling reason for its
continued processing.

The right to restrict processing

e Under the DPA, individuals have a right to ‘block’ or suppress processing of
personal data. The restriction of processing under UK GDPR is similar. When
processing is restricted, staff members are permitted to store the personal data,
but not further process it. They can retain just enough information about the
individual to ensure that the restriction is respected in future.

The right to data portability
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e The right to data portability allows individuals to obtain and reuse their personal
data for their own purposes across different services. It allows them to move,
copy or transfer personal data easily from one IT environment to another in a
safe and secure way, without hindrance to usability.

The right to object

e Individuals have the right to object to: processing based on legitimate interests
or the performance of a task in the public interest/exercise of official authority
(including profiling); direct marketing (including profiling); and processing for
purposes of scientific/historical research and statistics.

Rights in relation to automated decision making and profiling

e UK GDPR provides safeguards for individuals against the risk that a potentially
damaging decision is taken without human intervention. These rights work in a
similar way to existing rights under the DPA

e Organisations should identify whether any of their processing operations
constitute automated decision making and consider whether they need to update
their procedures to deal with the requirements of UK GDPR.

Individual rights are a huge part of UK GDPR and more information can be found in UK
GDPR manual within the Rights section. This details how Inverclyde Leisure will meet
the criteria.

3.2 Children’s Personal Data

UK GDPR contains new provisions intended to enhance the protection of children’s
personal data with certain conditions to provide consent. A child is deemed to be 13
years or younger. Where the child is under 13, parental authorisation is required to
confirm consent.

Privacy notices for children: Where services are offered directly to a child, the
organisation must ensure that the privacy notice is written in a clear, plain way that a
child will understand.

Online services offered to children: If an ‘information society service’ is offered (i.e.
online service) to children, the organisation may need to obtain consent from a parent
or guardian to process the child’s data. UK GDPR states that, if consent is the basis for
processing the child’s personal data, a child under the age of 13 can’t give that consent
themselves and instead consent is required from a person holding ‘parental
responsibility’ - but note that it does permit member states to provide for a lower age
in law, as long as it is not below 13. ‘Information society services’ includes most
internet services provided at the user’s request, normally for remuneration. UK GDPR
emphasises that protection is particularly significant where children’s personal
information is used for the purposes of marketing and creating online profiles. Parental/
guardian consent is not required where the processing is related to preventative or
counselling services offered directly to a child.

It is Inverclyde Leisure’s policy to obtain parental consent for all children’s
activities through affirmative records.

3.3 Transfers
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UK GDPR imposes restrictions on the transfer of personal data outside of the UK, to
third countries or international organisations, to ensure that the level of protection of
individuals afforded by UK GDPR is not undermined. Personal data may only be
transferred outside of the UK in compliance with the conditions for transfer set out in
Chapter V of UK GDPR. Transfers may be made where the Commission has decided that
a third country, a territory or one or more specific sectors in the third country, or an
international organisation ensures an adequate level of protection.

We may transfer personal data where the organisation receiving the personal data has
provided adequate safeguards. Individuals’ rights must be enforceable and effective
legal remedies for individuals must be available following the transfer.

UK GDPR limits the organisation’s ability to transfer personal data outside the UK where
this is based only on its own assessment of the adequacy of the protection afforded to
the personal data.

Authorisations of transfers made by Member States or supervisory authorities and
decisions of the Commission regarding adequate safeguards made under the Directive
will remain valid/remain in force until amended, replaced or repealed.

It is Inverclyde Leisure’s policy to ensure that data handled by the organisation or our
partners do so within the UK or areas with adequate levels of protection.

3.4 HR Records

Inverclyde Leisure ensures all staff members are aware of their responsibilities under
UK GDPR especially in relation to the processing and retention of staff members’
records.

Records must be maintained in accordance with the eight Data Protection Principles
and be retained for the following periods of time, after which they must be destroyed
by either shredding or disposal via a system of confidential waste.

3.5 Type of Data Retention Records
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3.6 Sickness Records

Requirements to comply with data protection in respect of sickness records are
incorporated into the Sickness Absence procedure.

3.7 Crime and Fraud Detection

If approached by a member of the police, the DSS or a local authority investigating a
crime or fraud, contact the DPC before releasing any information.

In many circumstances the authorities are undertaking a “fishing” exercise for
information to assist their investigation. A letter requesting more detailed
requirements will often prevent further requests.

If the authority provides a detailed request concerning a particular person or crime, a
record of what is supplied, to whom it has been given and when etc, will need to be
kept.

3.8 Legal Constraints on Staff Monitoring

UK GDPR also covers staff monitoring. Besides perceived ethical constraints, there are
legal constraints which require that staff monitoring must be:

e Proportionate to the objective. For example, preventing online timewasting
probably does not require that every staff member be kept under permanent
video surveillance

e Carefully considered. For example, it needs to tally with Inverclyde Leisure
policies and be planned and implemented with care

e Clearly communicated to staff member(s) before it begins - via Inverclyde
Leisure’s policies and procedures.

The Regulation of Investigatory Powers Act covers the interception of communications
on private networks, such as monitoring internet and email. Covert surveillance is very
rarely legal. UK GDPR underlines the importance of prior communication and Inverclyde
Leisure will seek legal advice before considering any of these measures.
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3.9 Consequences of Non - Compliance

The Information Commissioner has powers to impose large fines of up to £17,000,000
or 4% of annual turnover (whichever is higher) on organisations that breach the
principles of UK GDPR. There is even a potential fine of £8,000,000 or 2% of annual
turnover for the potential for a breach. Individuals who believe their personal data has
been misused can initially complain to the organisation but may also take legal
proceedings and complain to the Information Commissioner, who will then instigate an
investigation and decide whether the organisation has taken sufficient measures to
protect personal data.

4. Additional information

4.1 Associated Forms

Individual Training Record
Privacy Policy Statement
Commitment Statement
GDPR Data Register

4.2 References

UK General Data Protection Regulations
The Freedom of Information Act 2000
The Regulation of Investigatory Powers Act 2000
www.ico.gov.uk - Information Commissioner’s website
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